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No. 138(I) of 2001
THE PROCESSING OF PERSONAL DATA
(PROTECTION OF INDIVIDUALS) LAW

‘The Housc of Representatives cnacts as follows:

PART I — GENERAL PROVISIONS

1. This Law may be cited as the Processing of Personal Data (Protection of Short title.
Individuals) Law 2001.

2. In this Law unless the context otherwise requires— Interpretation.

"Commissioner for the Protection of Data" or "Commissioner" mecans the
Commissioner appointed by virtue of Scction 18,

"combination” means a form of processing which involves the possibility of
connection of the data of one filing system with the data of a filing system or
systems kept by another controller or other controllers or kept by the same
controller for another purpose,

"consenl” means consent of the data subject, any frecly given, express and
specific indication of his wishes, clcarly expressed and informed, by which the
data subject, having been previously informed, consents to the processing of
personal data concerning him,

“controller” means any person who determines the purpose and means of
the processing of personal data,

"data subject” means the natural person to whom the data relate and whose
identity is known or may e ascertained, directly or indirectly, in particular by
reference to an identilic.. on number or to one or more factors specific to his
physical, physiological, mcntal, cconomic, cultural, political or social identity,

"Minister” means the Minister of Interior,

"person” means any natural person or any public or private corporate body
whether or not it has legal personality and includes the Government of the
Republic,

"personal data" or "data" means any information relating to a living data
subject; consolidated data of a statistical nature, from which the data subject
cannot be identificd, are not deemed to be personal data,

i

"personal data filing system" or "liling system" means any structured set of
personal data which constitute or may constitute the subject of processing and
which are accessible according to specific criteria,

"processing” or "processing of personal data" means any operation or set
of operations which is performed by any pcrson upon personal data, whether
or not by automatic mecans, and includes the collection, recording,
organization, preservation, storage, alteration, extraction, use, transmission,
dissemination or any other form ol disposal, connection or combination,
blocking, erasure or destruction,

"processor” means any person who processes personal data on behalf of the
controller,

"recipient” means the person to whom data are communicated or
transmitted, whether a third party or not; authorities which may receive data
in the framework of a particular research shall not be regarded as recipients,

"Republic” means the Republic of Cyprus,

"scnsitive data" means data concerning racial or ethnic origin, political
convictions, rcligious or philosophical beliefs, participation in a body,
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association and trade union, health, sex life and erotic orientation as well as
data relevant to criminal prosecutions or convictions,

"third party" means any person, other than the data subject, the controller
the processor and the persons who, under the direct supervision or on behalf
of the controller, are authorised to process the personal data.

3.—(1) The provisions of this Law shall apply to the processing of personal
data wholly or partly by automatic means, and to the processing otherwise than
by automatic means of personal data which form part of a filing system or are
intended to form part of a filing system.

(2) The provisions of this Law shall not apply to the processing of personal
data, which is performed by a natural person in the course of a purely personal or
household activity.

(3) This Law shall apply to any processing of personal data, where this is
performed—

(a) By a controller established in the Republic or in a place where Cyprus
law applies by virtue of public international law;

(b) by a controller not established in the Republic who, for the purposes of
the processing of personal data, makes use of means, automated or
otherwise, situated in the Republic, unless such means are used only for
purposes of transmission of data through the Republic. In such a case,
the controller must designate, by a written statement submitted to the
Commissioner, a representative established in the Republic, who is
vested with the rights and undertakes the obligations of the controller,
the latter not being discharged of any special liability.

PART II — PROCESSING OF PERSONAL DATA
4.—(1) The controller shall ensure that the personal data are—
(a) Processed fairly and lawfully;

(b) collected for specilicd, explicit and legitimate purposes and are not
further processed in a way incompatible with those purposcs;

(c) relevant, appropriate and not excessive in relation to the purposes of
processing;

(d) accurate and, where necessary, kept up to date;

(e) kept in a form which permits identification of data subjects for no longer
than is necessary, in the Commissioner’s discretion, for the fulfillment of
the purposes for which they were collected and processed. After the
expiry of this period, the Commissioner may, by a reasoned decision,
altow the preservation of personal data for historical, scientific or
statistical purposes if he considers that the rights of the data subjects or
third parties are not affected.

(2) The controller shall be responsible for the destruction of personal data
which have been collected or which are further processed in contravention of the
provisions of subsection (1), If the Commissioner ascertains, cither on his own
initiative or following a complaint, that a contravention of the provisions of
subsection (1) has occurred, he shall order the interruption of the collection or
processing and the destruction of the personal data already collected or
processed.

5.—(1) Personal data may be processed only if the data subject has
unambiguously given his consent.
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(2) Notwithstanding the provisions of subsection (1), personal data may be
processed without the data subject’s consent where—

(a) Processing is necessary for compliance with a legal obligation to which
the controller is subject;

(b) processing is necessary for the performance of a contract to which the
data subject is party, or in order to take measures at the data subject’s
request prior to entering into a contract;

(c) processing is necessary in order to protect the vital interests of the data
subject,

(d) processing is nccessary for the performance of a task carried out in the
public interest or in the exercise of public authority vested in the
controller or a third party to whom the data are communicated;

(e) processing is necessary for the purposes of the legitimate interests
pursued by the controller or by the third party to whom the personal
data are communicated, on condition that such interests override the
rights, interests and fundamental freedoms of the data subjects.

- {3) The Council of Ministers may, on the Commissionecr’s recommendation,
make special rules for the processing of the most common categories of
processing and filing systems.

6.—(1) The collcction and processing of sensitive data is prohibited.

(2) Notwithstanding the provisions of subsection (1), the coilection and
processing of sensilive data, is permitted, when one or more of the following
conditions are fulfilled:

(a) The data subject has given his explicit consent, unless such consent has
been obtained illegally or is contrary to accepted moral values or a
specific law provides that consent does not lift the prohibition;

(b) processing is necessary so that the controller may fulfill his obligations
or carry out his duties in the field of employment law;

{c) processing is nccessary 1o protect the vital interests of the data subject
or of another person where the data subject is physically or legally
incapable of giving his consent;

(d) processing is carried out by a foundation, association or other
non-profit-making organisation which has political, philosophical,
religious or trade—union aims, and relates solely to its members and such
other pcrsons with whom the said association, foundation or
organisation retains relations in connection with its purposes. Such data
may be communicated to third parties only if the data subject gives his
consent;

(e) the processing relates solely to data which are made public by the data
subject or are nccessary for the establishment, exercise or defence of
legal claims before the Court,

(f) the procecssing relates to medical data and is performed by a person
providing health services by profession and has a duty of confidentiality
or is subject to relevant codes of conduct, on condition that the
processing is necessary for the purposes of preventive medicine, medical
diagnosis, the provision of care or the management of health—care
$ervices;

(8) processing is necessary for the purposes of national needs or national
security, as well as criminal and reform policy, and is performed by a
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service of the Republic or an Organisation or Foundation authorized for
this purposc by a service of the Republic and relates to the detection of
crimes, criminal convictions, security measurcs and investigation of
mass destructions;

(h) processing is performed solcly for statistical, research, scientific and
historical purposes, on condition that all the necessary measures are
taken for the protection of the data subjects;

(i) processing is performecd solely for journalistic purposes or in the
framecwork of artistic expression and as long as the right to privacy and
family life is not violated;

(3) The Council of Ministers may on the Commissioner’s recommendation,
make rcgulations for the processing of sensitive data, in cases other than those
referred to in subsection (2) when serious matters of public interest concur.

7.—(1) The controller must notify the Commissioner in writing about the
cstablishment and operation of a filing system or the commencement of processing.

(2) In the notification referred to in subsection (1), the controller must state—

(a) His full name, business name or title and his address. If the controller is
not cstablished in the Republic, he must state, in addition, the full name,
business name or title and address of his representative in the Republic;

(b) the address where the filing system is established or the main equipment
necessary for the processing is installed;

(c) a description of the purpose of the processing of the data which are or
are intended to be processed or which are included or intended to be
included in the filing system;

(d) a description of the category or categories of data subjects;

(¢) the categories of data which are or are intended to be processed or which
are included or intended to be included in the filing system;

(D) the period of time for which he intends to carry out the processing or to
keep the filing system;

(g) the recipients or categories of recipicnts to whom he communicates or
may communicate the data;

(h) the proposed transmissions of data to third countries and the purpose
thereof; —

(i) the basic characteristics of the system and the mcasures for the sceurity
of the filing system or of the processing.

(3) Where the processing or the filing system falls within one of the categories
for which the Council of Ministers has issued special rules for processing, the
controller shall submit to the Commissioner a statement confirming that
processing will be performed or the filing system will be kept in accordance with
the special rules issued by the Council of Ministers, which will also specify
particularly the form and content of the statement.

(4) The information referred to in subsection (2) shall be filed in the Register
of Filing Systems and Processing kept by the Commissioner.

(5) Any change of the information referred to in subscction (2) must be
notified in writing and without delay by the controller to the Commissioner.

(6) The controller is discharged from the obligation to notify, by virtue of
subsection (1), in cases where—

(a) processing is performed solely for purposes directly connected with the
work to be done and is necessary for the fulfillment of a legal obligation
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or for the performance of a contract provided that the data subject has
been previously informed,

(b) the processing concerns customers or suppliers of the data subject
p pp
provided that the data arc neither transferred nor communicated to third
partics.

FFor the purposes of application of this provision, the Courts and the
public authorities are not regarded as third parties, provided that the
transmission or communication is provided by law or Court decision.

The insurance companics for all types of insurance, the pharmaccutical
companies, the data provision companics and the financial institutions
such as banks and the companies that issue credit cards are not excluded
from the obligation to notify,

(¢) processing is performed by a society, association, company or political
parties and concerns data related to their members, provided that these
members have given their consent and the data are neither transferred
nor communicated to third parties.

Members are not regarded as third parties when the notification is made
to them for the aims of the abovementioned societies, associations,
companies or political partics, neither are the Courts and public authoritics,
when the communication is provided by law or a Court decision,

(d) processing is performed by doctors or other persons who provide health
services and concerns medical data, provided that the controller is bound
by medical confidentiality or other kind of confidentiality required by
law or code of conduct and the data are neither transferred nor
communicated to ihird parties.

Persons who provide health services such as clinics, hospitals, health
centers, recovery and detoxication centers, insurance funds and
insurance companics as well as the controllers of personal data when the
processing is performed in the [ramework of programs relating to
telemedicine operations or provision of medical services through a
network, are not excluded from this provision,

(e) processing is performed by advocates and concerns the provision of
legal services to their clients, provided that the controller is bound by
confidentiality required by law and the data are neither transmitted nor
communicated to third parties, except in cases where it is necessary and
is directly connected with a request from their clients.

8.—(1) The combination of filing systems is permitted only in accordance with
the conditions referred to in section 5 and in this section.

(2) Every combination shall be notified to the Commissioner by a statement
submitted jointly by the controllers or by the controller who will combine two or
more filing systems which have different purposes.

(3)(a) If at least one of the filing systems which are to be combined contains
sensitive data or if the combination results in the disclosure of sensitive data or if
for the combination to be carried out a single code number is to be used, the
combination is permitted only with the prior license of the Commissioner, which
shall herecafter be referred to as "license for combination”, and shall be issued in
accordance with a prescribed form on payment of the prescribed fees.

(b) The license for combination shall be granted after hearing the views of
controllers of the filing systems and must contain—

(i) the purpose for which the combination is considered necessary,
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(ii) the category of personal data to which the combination relates,
(iii) the period of time for which the combination is permitted, and

(iv) any terms and conditions which may be imposed in order to protect the
rights and liberties, especially the right to privacy of the data subjects or
third parties.

(c) The license for combination may be renewed following an application by
the controllers.

(4) The statements referred to in subsection (2), as well as copies of the license
for combination, shall be filed in the Register of Combinations kept by the
Commissioner.

9.—(1) Subject to the provisions of this Law, transmission of data which have
undergone processing or are intended for processing after their transmission to
any country shall be permitted after a license of the Commissioner. The
Commissioner shall issue the license only if he considers that the said country
ensures an adequate level of protection. For this purpose, he shall take into
consideration the nature of the data, the purposes and duration of the processing,
the relevant general and special rules of law, the codes of conduct and the
security mcasures for the protection of data, as well as the level of protection in
the countrics of origin, transmission and final destination of the data.

(2) The transmission of personal data to a country which does not ensure an
adequate level of protection, is permitted exceptionally after a license of the
Commissioner, where one or more of the following conditions are fulfilled:

(a) The data subject has given his consent to the transmission, unless his
consent has been obtained in a way that contravenes the law or accepted
moral values;

(b) the transmission is necessary—
(i) in order to protect the vital interests of the data subject, or

(ii) for the conclusion and performance of a contract concluded in the
interest of the data subject between the data subject and the
controller or between the controller and a third party, or

(iii) for the implementation of pre—contractual measures which have
been taken in response to the data subject’s request,

(c) the transmission is necessary in order to deal with an exceptional
necessity for the safeguard of a superior public interest, especially for
the performance of Conventions of co-operation with the Public
Authorities of the other country,

(d) the transmission is necessary for the establishment, exercise or defense
of legal claims before a Court,

(e) the transmission is made from a public register which, according to the
law, provides information to the public and is open to the public or to
any person who can show legitimate interest, to the extent that the legal
requirements for access to the register are satisfied in the particular
case.

(3) Notwithstanding the provisions of subsection (2), the Commissioner may
also allow the transmission of data to a country which does not ensure an
adequate level of protection, provided that the controller provides sufficient
guarantees, for the protection of privacy and fundamental liberties and the
exercise of relevant rights and such guarantees may result from appropriate
contractual clauses,
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(4) Notwithstanding the provisions of subsection (1), the transmission of data
to Member-States of the European Union, is free.

(5) In the cases referred to in subsections (2) and (3), the Commissioner shall
inform the European Commission and the respective Authorities of the other
Member States, where he considers that a country does not ensure an adequate
level of protection.

(6) A license under this section shall be in the prescribed form and shall be
issued upon payment of the prescribed fees.

10.—(1) The processing of data is confidential. It shall be carry out only by
persons acting under the authority of the controller or the processor and only
upon instructions from the controller.

(2) For carrying out the processing, the controller must select persons who
possess appropriate qualifications and who provide sufficient guarantees as
regards technical knowledge and personal integrity for the observance of
confidentiality.

(3) The controller must take the appropriate organizational and technical
mecasures for the sccurity of data and their protection against accidental or
unlawful destruction, accidental loss, alteration, unauthorised dissemination or
access and any other form of unlawful processing. Such measures shall ensure a
level of security which is appropriate to the risks involved in the processing and
the nature of the data processed.

The Commissioner gives, from time to time, directions with regard to the degree
of security of the data and to the measurecs of protection required to be taken for
every category of data, taking also into account technological developments.

(4) If processing is performed by the processor, the assignment for the
processing must be made in writing. The assignment must provide that the
processor shall perform the processing only upon instructions from the controller
and that the remaining obligations set out in this section shall also lie on the
processor.

PART III — RIGHTS OF DATA SUBJECT

11.—(1) The controller shall, at the time of collection of the personal data
from the data subject, provide the latter, in an appropriate and explicit way, with
at least the following information:

(a) His identity and the identity of his representative, if any:
(b) the purpose of the processing.

(2) The controller shall also inform the data subject about the following—
(a) The recipients or the categories of recipients and of the data; and
(b) the existence of the right of access to and rectification of the data;

(c) whether the data subject is obliged to provide assistance, by virtue of
which provisions, and the consequences of his refusal, if any;

provided that this notification is necessary for securing, in each case, the
legitimate processing.

(3)(a) The provisions of subsection (1) shall also apply where the data are
collected from third parties or where it is anticipated that they will be
communicated to third parties, and the data subject shall be informed during their
recording or at their first communication, as the case may be.

(b) The provisions of paragraph (a) shall not apply, especially in cases where
the processing is performed for statistical and historical purposes or for purposes

Confidenriality
and security
of processing.

Right to be
informed.



Right of access.

Right to object.

8

of scientific research if it is impossible to inform the data subject or where
disproportionate cffort is necessary in order to inform him, or if the
communication of data is provided by another law, provided that, in each case, a
license is issued by the Commissioner.

(4) The obligation to inform under subsections (1), (2) and (3) may, on the
application of the controller, be waived wholly or partly, by decision of the
Commissioner wherc the collection of personal data is performed for the
purposes of dciense, national necds or national security of the Republic or for the
prevention, detection, investigation and prosecution of criminal offences.

(3) Without prejudice to the rights of the data subject referred to in sections
12 and 13, there is no obligation to inform where the collection is made solely for
journalistic purposes.

12.—(1) Every person has the right to know whether the personal data
relating to him are or were processed. To this end, the controller must reply to
him in writing,

(2) The data subject has the right to ask for and reccive from the controller
without cxcessive delay and expense—

(a) Information about—

(i) all the pcrsonal data relating to him which have undergone
processing, as wceil as any available information as to their source;

(i) the purposes of the processing, the recipicnts or the categories of
recipients, as well as the catcgorics of data which are or are to be
processed;

(iii) the progress of the processing since his previous briefing;
(iv) the logic which every automated process of data in relation to the
data subject, is based, in cascs of decisions taken by virtue of
section 16(1);
(b) the rectification, erasure or blocking of the data, the processing of which
has not been performed in accordance with the provisions of this Law,
especially due to inaccuracics or shortages;

(c) the notification to third parties, to whom the data have been
communicated, of every rectification, erasure or blocking which is done
by virtue of paragraph (b), unless this is impossible or it requires
disproportionate efforts.

(3) If the controller does not reply within four weeks from the submission of
the application or if his reply is not satisfactory, the data subject has the right to
appeal to the Commissioner,

(4) By a decision of the Commissioner, on application by the controller, the
obligation to inform under subsections (1) and (2) may be waived, wholly or
partly, where the processing of personai data is performed for purposes relating
to national needs or to the national security of the Republic or for the
prevention, investigation, detection and prosecution of criminal offences.

(5) The right of access may be exercised by the data subject with the assistance
of an expert.

(6) Data rclating to health shall be notified to the data subject through a
doctor.

13.—(1) The data subject has the right to object, at any time, on compelling
legitimate grounds relating to his particular situation, to the processing of data
relating to him. The objection shall be in writing and addressed to the controller,
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and must contain a request for specific action to be taken, such as rectification,
temporary abstention from use, blocking, abstention from transmission or
erasure. The controller must reply in writing on these objections within fifteen
days from the submission of the request. In his reply, he must inform the data
subjcct about the actions he has taken or the rcasons for not satisfying the
rcqucest, as the case may be. In case ol rcjection of the objections, the reply must
also bc communicated to the Commissioner.

(2) If the controller does not reply within the specified time-limit or if his reply
is not satisfactory, the data subject has the right to apply to the Commissioner and
rcquest that his objections be examined. If the Commissioner considers that the
objections may be reasonable and that there is a risk of scrious harm to the data
subject as a result of the continuation of the processing, he may order the immediate
suspension of the processing until he takes a final decision on the objections.

14. The rights of access and objection shall be exercised by the submission of
an application to the controller and the payment, at the same time of a sum, the
amount and manncr of payment of which, as well as any other relevant matter
shall bc preseribed by Regulations made under this Law. This sum shall be
returned to the applicant if his request for rectification or erasure of data is
considcred by the controller or the Commissioner, in case of reccourse to him, as
well-founded. The controller must, in such a case, grant to the applicant, without
delay and without the payment of any fee, in intelligible language, a copy of the
rectified part of the processing which concerns him.

15. Personal data cannot be processed by anyone for the purposes of direct
marketing or provision of services, unless the data subject notifies his consent to
the Commissioner in writing. The Commissioner shall keep a register with the
particulars of identity of all these persons. The controllers of the relevant filing
systems must consult the said register belore cach processing and record in their
filing system the persons included in this register.

16.—(1) Every person has the right to apply to the competent court for the
immediatc suspension or non-performance of an act or decision affecting him,
which has been donc or made by an administrative authority or a public or
privale corporate body, a union of persons or a natural person by processing of
data, where such processing aims to evaluate certain personal aspects relating to
him and, in particular, his efficiency at work, his financial solvency, his credibility
and his behaviour in general.

(2) The right to temporary judicial protection may be exercised in accordance
with the Courts of Justice Law, the Civil Procedure Law or any other law which
provides for the making of provisional orders.

17. The controller shall compensatc a data subject who has suffered damage by
rcason of violation of any provision of this Law, unless he proves that he is not
responsible for the event that caused the damage.

PART IV
THE COMMISSIONER FOR THE PROTECTION OF PERSONAL DATA

18.—(1) There shall be appointed a Commissioner for the Protection of
Personal Data (hercinafter referred to as "the Commissioner”) who shall be
responsible for monitoring the application of this Law and other provisions
relating to the protection of individuals with regard to the processing of personal
data and who shall exercise the functions assigned to him from time to time by
this or any other law.

Exercise
of rights of
access and
objection.

Processing
for direct
marketing.

Right of
temporary
judicial
protection.

Right to
compensation.

Appointment
of
Commissioner.



Disqualification.

Term of office.

Obligations
and rights

of the
Commissioner.

Office of the
Commissioner.

10

(2) The appointment of the Commissioner, shall be made by the Council of
Ministers on the recommendation of the Minister and after consultation with the
Parliamentary Committee of European Matters.

(3) A person who possess or possessed the qualifications for appointment as a
judge of the Supreme Court shall be appointed as the Commissioner.

(4) Subject to the provisions of section 19, the Commissioner may not be
dismissed during his term of office for rcasons other than mental or physical
incapacity or physical handicap rendering him incapable of excrcising his duties.

19.—(1) A person who exercises managerial duties in a business which
promotes, transforms, provides or trades in materials used in information
technology, telecommunications or who provides services related to information
technology, telecommunications or the processing of personal data, or a person
related to such business by a contractual connection may not be appointed as the
Commissioner.

(2) A Commissioner who, after his appointment—

(@) Acquires any of the capacities which constitute a disqualification for
appointment under subsection (1);

(b) does any act or undertakes any work or acquires any other capacity
which is incompatible with his duties as the Commissioner;

(¢) is convicted for an offence in violation of subsection (3) of scction 21,
shall cease to be a Commissioner;

(3) The Council of Ministers, as soon as it ascertains that there has taken place
any of the events referred to in subsection (4) of section 18 and in paragraphs (a),
(b) and (c) of subsection (2), shall publish in the Official Gazette of the Republic,
a notification that the Commissioner leases to hold his office as from the date
specified in the notification.

20. The term of office of the Commissioner shall be for a period of four years
and may be renewed for one more term.

21.—(1) In the exercise of his duties, the Commissioner shall act according to
his conscience and in accordance with the law. He shall be subject to a duty of
confidentiality, which shali continue to exist even after he ceases to be the
Commissioner. As a witness or expert witness he may only give evidence on
matters which relate to the compliance by the controllers with the provisions of
this Law.

(2) The Commissioner shall receive such remuneration, as the Council of
Ministers may determine.

(3) The Commissioner who, in contravention of this Law, communicates, in
any way, personal data to which he has access as a result of his capacity, or
allows anyone to acquire knowledge thereof, commits an offence punishable with
imprisonment for a term not exceeding three years or with a fine not exceeding
five thousand pounds or with both such imprisonment and fine.

22.—(1) The Commissioner, in the performance of his functions shall have an
Office, the personnel of which shall consist of officers possessing  such
qualifications and serving under such terms, as may be prescribed.

(2)(a) The members of the personnel of the Office of the Commissioner are
members of the Civil Service and shall be appointed as provided by the Civil
Service Law in force for the time being.

(b) Until the personnel of the Office of the Commissioner is appointed, civil
servants may be seconded to the Office.
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(3) The Commissioner shall have power, subject to the principle of hicrarchy
in the service, to authorize in writing, any officer of his Office, who holds a
position of authority, to exercise on his behalf such of his powers under such
conditions, exceptions and reservations as the Commissioner shall prescribe in
his authorization:

Provided that the Commissioner shall have the power to assign the right of
submission of any report provided by this Law.

23. The Commissioner shall have the following functions:

(a)

(b)

(©)

(d)
(c)

®)

(8)
(b

)

(k)

0]

To issue directions for the uniform application of provisions concerning
the protection of individuals with rcgard to the processing of personal
data;

to call and assist professional associations and other unions of natural or
legal persons which kecp filing systems of personal data, in drawing up
codes of conduct so as to better protect private life and the rights and
fundamental liberties of natural persons in their field of activity;

to submit recommendations and suggestions to controllers or their
representatives, if any, and to give, in his discretion, publicity thercto;

to grant the licenses provided by this Law;

to report any contraventions of the provisions of this Law to the
competent authoritics;

to imposc the administrative sanctions provided by section 25;
to assign to a member of his Office the conduct of administrative inquiries;

to conduct, on his own initiative or following a complaint, an
administrative inquiry on any filing system. For this purpose, he shall have
a right of access to personal data and of collection of any information,
including confidential information, except information covered by the
confidentiality between advocate and client. Exceptionally, the
Commissioner shall have no access to the particulars of identity of
collaborators whose names are contained in filing systems kept for reasons
of national security or for the detection of particularly serious crimes.

The inquiry shall be conducted by the Commissioner or by a member
of his Office authorised for this purpose by the Commissioner. The
Commissioner shall be present in person during an inquiry relating to
filing systems kept for reasons of national security;

to reach a decision on any regulation relating to the processing and
protection of personal data;

to issue rules, dircctions and instruments for the regulation of specific,
technical and detailed matters to which this Law refers;

to draw up an annual report of his activities during the preceding
calendar year. The report shail also indicate the necessary legislative
amendments that may be required, in the field of protection of
individuals with regard to the processing of personal data. The report
shall be submitted by the Commissioner to the Minister, who shall give
it the publicity he considers necessary;

to examine complaints relating to the application of this Law and the
protection of the rights of the applicants, when these are affected by the
processing of data concerning them, and applications requesting the
control and ascertainment of the legality of such processing and to
inform the applicants of his decision/action thereon;

Functions,
operation

and decisions
of the
Commissioner.
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(m) to kcep the Registers provided by this Law;

(n) to co-opcrate with the corresponding Authorities of other Member
States of the European Union and the Council of Europe in relation to
the exercise of his functions.

24.—(1) The Commissioner shall kcep the following Registers:

(a) A Rcegister of Filing Systems and Processing, which shall include the
filing systems and processing notified to the Commissioner;

(b) a Rcgister of Combinations, which shall include the statements and
licenses issuecd by the Commissioner for the combination of filing
systems;

(c) a Register of Pcrsons not wishing to be included in filing systems which
promote dircct marketing or provision of services;

(d) a Register of Transmission Licenses, in which the licenses for the
transmission of personal data shall be filed;

(e) a Rcgister of Confidential Filing Systems, in which there shall be
recorded, after an application of the controller and a decision of the
Commissioner, the filing systems kept by the Ministers of Justice and
Public Order and Decfense and the Public Information Office, for
purposes of national sccurity or the detection of particularly serious
crimes. Combinations with at Icast onc such fling system shall also be
filed in the Register of Confidential Filing Systems.

(2) Every person shall have access to the Registers referred to in paragraphs
(a), (b), (c) and (d) of subsection (1).

On the application of the interested party, and after a decision of the
Commissioner, access to the Register of Confidential Filing Systems may be
permitted wholly or partly.

On the application of the controllcr or his representative and after a decision
of the Commissioner, access to the Register of Transmission Licenses, may be
prohibited, wholly or partly, where such access might involve a risk (o the
privacy of a third party, national sccurity, the detection of particularly serious
crimes and the fulfillment of the obligations of the state which arise from
International Conventions.

PART V — SANCTIONS
25.—(1) The Commissionecr may impose on the controllers or their

representatives, if any, the following administrative sanctions in case of
contravention of their obligations which arise from this Law and from every
other regulation concerning the protection of individuals with regard to the
processing of personal data:

(a) A warning with a specific time~limit for termination of the contravention;

(b) afine of up to £5000;

{c) temporary revocation of a license;

(d) permanent revocation of a license;

(¢) the destruction of a filing system or the cessation of processing and the
destruction of the rclevant data.

(2) The administrative sanctions provided in (b), (c), (d) and (e) of subsection
(1), shall be imposed following a hearing of the controller or his representative.
They shall be proportionate to the seriousness of the relevant contravention. The
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administrative sanctions under paragraphs (c), (d) and (e) shall be imposed in
cascs of a particularly serious or a continuous contravention. A fine may be
imposed cumulatively and in conjunction with the sanctions provided in (c), (d)
and (e) above. If the sanction of destruction of a filing system is imposed, the
controller shall be responsible for the destruction, and a fine may be imposed on
him for failure to comply.

(3) The fines imposed by the Commissioncer shall be collected as a civil debt.
26.-—(1) An oflcnce is committed by any person who—

(a) Omits to notify to the Commissioner, in contravention of section 7, the
cstablishment and opecration of a filing system, the carrying out of the
processing or any change in the terms and conditions for the grant of the
license provided by subsection (5) of scction 7;

(b) in contravention of scction 7, keeps a filing system without a license or
in contravention of the terms and conditions of the license granted by
the Commissioncr;

(¢c) in contravention of section 8, proceeds to a combination of filing
systems without notifying the Commissioner;

(d) makes a combination of filing systems without a license issued by the
Commissioner, where such a license is required, or in contravention of
the terms of the license already granted to him;

(e) without being entitled to do so, intervenes in any way in a filing system of
personal data or acquires knowledge thercof, or removes, alters, damages,
destroys, processes, (ransmits, communicates the data, or renders them
accessible to persons not cntitled to access or permits such persons to
acquirc knowledge of the said data or makes use of them in any way;

(I) being a controller, does not comply with the provisions of this Law
during the processing;

(g) being a controller, does not comply with thc decisions of the
Coinmissioner which are issucd for the exercise of the right of access
pursuant to subsection (3) of section 12, for the exercise of the right of
objection pursuant to subscction (2) of section 13, as well as with
actions taken for the imposition of the administrative sanctions
provided by paragraphs (c), (d) and (e) of subsection (1) of section 25;

(h) being a controlier, transmits personal data in contravention of section 9,
or being a controller does not comply with a decision of the Court issued
by virtue of scction 16.

(2) Where the person responsible for the acts referred to in paragraphs (a) to (e)
of subsection (1) intended to obtain for himself or anyone else an unlawful
financial benefit or to cause injury to a third party, he shall be liable to
imprisonment for a term not cxcceding five years or to a fine not exceeding five
thousand pounds or to both such imprisonment and fine.

(3) Where the acts referred to in paragraphs (a) to (¢) of subsection (1)
endanger the free functioning of the Government of the Republic or national
security, the person found guilty shall be liable to imprisonment for a term not
exceeding five years or to a fine not exceeding five thousand pounds or to both
such imprisonment and fine.

(4) If the acts referred to in paragraphs (a) to (¢) of subsection (1) were caused
by negligence, the person found guilty shall be liable to imprisonment for a term
not exceeding three years or to a fine not exceeding three thousand pounds or to
both such imprisonment and fin£

Offences and
penalties.
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(5) For the purposes of implementation of the provisions of this section, if the
controller is not a natural person, the representative of the legal person or the
head of the public authority, service or organisation shall be responsible, if such
person in fact exercises the administration or management thereof.

(6) The offences committed in contravention of the provisions of this section
for which no other penalty is expressly provided, are punishable with
imprisonment for a term not exceeding one year or with a fine not exceeding two
thousand pounds or by both such imprisonment and fine.

PART VI — MISCELLANEOUS PROVISIONS

Regulations. 27.—(1) The Council of Ministers, shall on the Commissioner’s recommenda-
tion, makce Regulations for the better implementation of this Law.

(2) Without prejudice to the gencrality of subsection (1), Regulations made
under this section may—

(a) Provide for the processing of a specific category of dala;
(b) prescribe the form of licenscs issucd by virtue of this Law, as well as the
fecs for these licenscs.

Obligations 28.—(1) The controllers of filing systems which are in opcration on the date of

of controllers. - -oming into operation of this Law as well as controllers who carry out the
processing on the date of coming into operation of this Law shall submit to the
Commissioner the notification provided by section 7 within six months from the
day of appointment of the Commissioner.

(2) For filing systems which arc in operation and for processing carry out on
the date of coming into operation of this Law, the controllers must inform the
data subject in accordance with subsection (1) of section 12 within six months
from the appointment of the Commissioner. This may be done¢ through the press
where it concerns a large number of data subjects. In such a case, the details shall
be specified by the Commissioner. The provisions of subsection (4) of section 12
also apply to this section,

(3) For wholly non-automatic filing systems, the time-limits referred to in
subsections (1) to (3) shall be one year.

Assumptionof  29.—(1) The Commissioner shall be appointed within sixty days from the
functions of the o rpy jntg force of this Law.

Commissioner.
(2) The time of assumption of the functions of the Commissioner shall be
prescribed by a decision of the Council of Ministers taken not later than four
months from the appointment of the Commissioner.

Entry into 30. This Law shall come into operation on the date of its publication in the

force. Official Gazette of the Republic, with the exception of subsections (4) and (5) of
section 9, which shall come into operation by decision of the Council of
Ministers to be published in the Official Gazette of the Republic.



